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Disclaimer:

This document contains information based on research that has been gathered by employee(s) of The Senator
Patrick Leahy Center for Digital Investigation (LCDI). The data contained in this project is submitted
voluntarily and is unaudited. Every effort has been made by LCDI to assure the accuracy and reliability of the
data contained in this report. However, LCDI nor any of our employees make no representation, warranty or
guarantee in connection with this report and hereby expressly disclaims any liability or responsibility for loss
or damage resulting from use of this data. Information in this report can be downloaded and redistributed by
any person or persons. Any redistribution must maintain the LCDI logo and any references from this report
must be properly annotated.
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Introduction
Apple products, specifically mobile devices, have become some of the most popular devices around. An article | found
on Engadget states that, as of June 10, 2013, Apple has sold 600 million iOS Devices." Since iOS devices can do just
about everything, including storing word document files, pictures, text messages, etc., it is very important for investigators
to be able to acquire data from these devices during an investigation. One tool that allows investigators to easily recover
data comes from the company Elcomsoft. Elcomsoft has many different tools, but their primary tool to recover data from
iOS devices is called “Elcomsoft iOS Forensic Toolkit”.

General Description
“Elcomsoft iOS Forensic Toolkit is a set of tools aimed at making the acquisition of iOS devices easier. It consists of
Toolkit Ramdisk and a set of tools to load the Ramdisk onto the iOS device.”? The tool is an all-in-one, complete solution
that allows full, bit-precise device acquisitions and supports all versions of iOS from 3 to 6.% It comes with two modes:
guided and manual. Guided mode has a menu-based user interface that automates the process. Manual mode allows the
user to interact with different tools directly using the command-line interface.?> Elcomsoft also claims that the tool leaves
no traces behind, makes no alterations to device’s contents, and every step of investigation is logged and recorded.’ The
tool costs $100 for the trial version (15 days) and $1,495 for the full version, it and is offered for both Mac and Windows.
For more information, visit: http://www.elcomsoft.com/eift.html.

(Note: This guide will be using the Windows version of the Elcomsoft iOS Forensics Toolkit.)

Supported Devices
Figure 1 below provides a list of the supported devices, as provided by the Elcomsoft website:

! Smith, M. (2013, June 10). Apple has now sold 600 million iOS devices. Engadget. Retrieved August 07, 2013, from http://www.engadget.com/2013/06/10/apple-
jos-devices-2013/

2 Elcomsoft. (2012). Elcomsoft iOS Forensic Toolkit. Retrieved June 6, 2013.

3 Elcomsoft iOS Forensics Toolkit. (n.d.). Enhanced Forensic Access to IPhone/iPad/iPod Devices Running Apple 10S. Retrieved July 11, 2013, from
http://www.elcomsoft.com/eift.html
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Figure 1 - Compatible Devices and Platforms

Compatible Devices and Platforms

The Toolkit currently supports the following i05 devices:

* iPhone 3G

* iPhone 3GS5

* iPhone 4 (GSM and COMA models)
*  iPhone 4s ***

* Phone 5 *=*=

* iPod Touch (1st - 4th generations)
* iPod Touch S5th gen ***

* iPad (1=t generation only)

*  iPad 2 ¥*

* Pad with Retina display {3rd and 4th generations) ***
*  iPad Mini ***

Supported operating systems:

* 05 1.3 (up to 3.1.3)
* 0S5 4.x - up to 0S5 4.3.5 (up to i0S 4.2.10 for iPhone 4 CDMA)
* 05 5.x
* i0S 6.x - up to 05 6.1.2
iPhone 4
iPod
Touch 4th
gen
iPod
Touch 5th
iPhone 3G iPhone 3Gs, iPod Touch |gen (**%)
iPod Touch 1/2 3th gen, iPad 1 iPad 2+,
iPad Mini
( e -:}
iPhone
45/5
( & }
i0s 1..3 i0s 4.x i0s 3 i0s 4/5 i0S 4/5/6
Physical imaging o o o w "
Logical imaging o o o w "
Passcode recovery instant o instant v s
Keychain decryption o o v s
Disk decryption(*) MNfa* N/ A** M/ a v v

(*) Devices runmning (05 versions before 3.0 do not have Data Protection enabled and user partition is
not encrypted.

(**) Devices originally shipped with i05 3.x, including those running i05 4/5 that were upgraded from

05 3.x without performing "erase install” (i.e. using 'Update’ option in iTunes &5 opposed to 'Restors’),
do not hawve Data Protection enabled, and user partitions are not encrypted. Therefore, the decryption

is not required.

(#**] iPhone 45, iPhone 5, iPad 2+, iPad Mini and iPod Touch 5th gen support is limited to jailbroken
devices only (105 5 and &).

EIFT trial notes

EIFT trial wersion has all features and functionalities of the complete version, but is timely limited to 15
days. You can prolong your trial license for a price reduced by the price of the trial version.

4
Elcomsoft iOS Forensics Toolkit. (n.d.). Enhanced Forensic Access to IPhone/iPad/iPod Devices Running Apple 10S. Retrieved July 11, 2013, from

http://www.elcomsoft.com/eift.html
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When you first acquire the toolkit from Elcomsoft, you will need to download and extract the toolkit from the zipped
folder to your desired location. Once you have done so, you can begin using the guided mode of the toolkit by clicking on
the Toolkit.cmd file (Figure 2). This will open a console window and present a text-based menu (Figure 3). Guided mode
automates the process of retrieving the data for the investigator, making it much easier to use the tool. Guided mode
allows you to acquire the system and user data partitions of iOS devices. It also allows you to retrieve a logical extraction
of an iOS device, as well as recovering the device passcode, device keys, and the keychain. Guided mode only allows the
user to recover simple device passcodes (4-digit passcodes) from an iOS device. To recover complex passcodes
(alphanumeric passcodes of any length), an investigator will have to use the manual mode.

Figure 2 - Running Guided Mode

£, Local Disk (C:)

Training

i05-Toolkit-1.15-Win

Y

., Lockdown

Organize » Mew folder
S B Name . Date modified Type Size
Bl Desktop common 6/4,/2012 3:40 PM File folder
& Downloads tools 6/4,/2012 3:40 PM File folder
il Recent Places win32 6,/4/2012 8:40 PM File folder
'ﬁ. Acquisition of iPhone 45 and iPad 2 Devi...  6/4/2012 5:17 PM Adobe Acrobat D... 65 KB
~a Libraries fi{EULApdf 1/27/20126:11 PM Adobe Acrobat D... 130 KB
<] Documents '1 105 Forensic Teolkit - Windows.pdf 6/4/2012 512 PM Adobe Acrobat D... 232 KB
o' Music 45| Toolkit.cmd 6/4/2012 4:55 PM Windows Comma... 29 KB
= Pictures ] Toolkit-A5.cmd 6/4,/2012 4:58 PM Windows Comma... 12 KB
E Videos
Figure 3 - Elcomsoft iOS Forensic Toolkit Menu
= B &

ENTER DFU
LOAD RAMDISK
IMAGE DISK
TAR FILES
GET KEYS

GET PASSCODE
REEOOT
DECRYPT DISK

1
2
3
4
5
[
?
8
?
a

ERIT

DECRYPT KEYCHAIN

Helcome to

BN ChWindows\system32Ziemd.exe

Pleaze select an action:

Elcomsoft i08 Forensic Toolkit
This is driver script version 1.15-UWin

{c) 2011-2012 Elcomsoft Co. Ltd.

Help putting device into DFU mode

Load tools onto the device

Acquire physical image of the device filesystem
Acquire user’s fFiles from the device as a tarhall

Extract device keys and keychain data

Recover device passcode
Reboot the device
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Manual Mode

To use the manual mode, begin by opening a command prompt window where the toolkit is located. To easily do this,
hold the shift key down and right-click on the folder where the toolkit is located. Then click “Open command window
here” (Figure 4). The manual mode option of the Elcomsoft iOS Forensic Toolkit is more advanced, requiring the
investigator to use and be comfortable with the command-line tools provided. Manual mode allows for greater
flexibility and is the recommended way of retrieving a device acquisition of iOS devices. Manual mode allows you to
acquire the system and user data partitions of iOS devices, and has the ability to retrieve a logical extraction of an iOS
device, as well as recovering the device passcode, device keys, the keychain. Manual mode allows the user to recover
simple device passcodes (4-digit passcodes) as well as complex passcodes (alphanumeric passcodes of any length).

. Training . Elcomsoft 105 Toolkit

Figure 4 - Running Manual Mode

, Elcomsoft i05 Toclkit

. ¢ Computer » Resources (Z:) » Projects » Elcomsoft i05S Toolkit »

1M Computer
Al Local Disk (C:)
5 clahaie (Wdch\c3dius
¥ Resources (Z3)

i0S-Toolkit-1.15-Win.rar
] 105 TeelkitOutline Propsal.docx
] 105 TeelkitOutline(draft).docx

] Iphone 3GS with i0S 5 data sheet.g :

E] Iphone 3GS with i0S 6 data sheet.d

Organize = =1 Open Mew folder
&
% Favorites MName Date maodified Type
Pl Desktop ;365 5/17,/2013 2:37 PM File folder
& Downloads J Images for Tutarial 7/15/2013 11:52 AM  File folder
=l Recent Places . i05-Toolkit-1.15-Win 20 aaT ana Eile £t
; Music =
4l Libraries | Photos Open in new process
3 Documﬁntsf . J Restore Files Open in new window
,J". Music C;R_;ght Videos Add te VLC media player's Playlist
1c! : :
= Pictures # Elcomsoft i0S Forensic Tookit - Gu IOpen command window herel
B2 videos #1] Elcomsoft i0S Forensic Tookit - M Play with VI edia player

7-Zip

Always availgble offline

Snagit

Shared Folder Synchronization
Restore previous versions

Scan with Malwarebytes Anti-Malware

n
M Network Copy as path
Send to
Cut
Copy
Logging

When you run the guided mode of the toolkit, it will continuously log all related activity in the console onto a text file.
Every time the toolkit is started, a new log file is created in the current directory, which contains output of all invoked
commands (Figure 5). The file name is saved as: YYYYMMDD_hhmmssZ.log
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Figure 5 - Logging File

20130715_182807Z.log - Mot

File Edit Format View Help
Log started at Mon 07/15/2013 14:28:07.99

| |
| wWelcome to Elcomsoft 105 Forensic Toolkit

| This 1is driver script version 1.15/win
| ]
| ]
| |

(c) 2011-2012 Elcomsoft Co. Ltd.

Elcomsoft 105 Forensic Toolkit requires use dongle.Please connect it to continue...

Please select an action:

1 ENTER DFU - Help putting device into DFU mode
2 LOAD RAMDISK - Load tools onto the device
3 IMAGE DISK - Acquire physical image of the device filesystem
4 TAR FILES - Acquire user’'s files from the device as a tarball
5 GET KEYS - Extract device keys and keychain data
6 GET PASSCODE - Recover device passcode
7 REBOOT - Reboot the device
8 DECRYPT DISK
9 DECRYPT KEYCHAIN
0 EXIT
=11

Please make sure that the device is plugged in and switched off.

If necessary, connect the device and switch it off by holding
Sleep (corner) button and dragging the red slider when it appears.

wWould you Tike to continue? (¥Y/n): vy

To put 105 device into DFU you will need to:

1. push and hold sleep (corner) and Home (center) buttons for
10 seconds.

2. Release Sleep button but continue to hold Home button for
another 10 seconds.

This script will help you with the timings.

when you are ready press "Enter’ and be prepared to press
Sleep and Home buttons in 3 seconds.

Prepare to push and hold sleep and Home buttons in
L2,
Push and h01d sleep and Home buttons for
L10...9...8...7...6.
Prepare to release S1eep button while holding Home button
.1

Re1ease S1eep button but continue to hold Home button for
1000090008007, .

Release Home button.

your 105 Device should be in DFU mode now.

Device screen should be blank, device should Took 1ike it is off.

If screen shows Apple or iTunes Togo then device is not in DFU mode.
In this case reboot the dewvice and try again.

would you like to Toad Toolkit Ramdisk now? (¥/n): y

Please select 105 device currently connected:
==== iPhone

14 [iPhone3,1]
15 [irhone3, 3]

iPhone 4 (GsM)
iPhone 4 (CDMA)

11 [iphonel,1] - irhone
12 [iPhonel,2] - iPhone 3G
13 [iPhone2,1] - iPhone 3GsS

Pod
21 [ipodi,1] - ipPod (1st Generation)

4| 1

[InFO] RrRegistration code:

IOFT-2

m

Acquiring Physical Image(s) of iOS Device File system(s)
Most iOS devices have two partitions (System and User), and their names differ between
iOS versions:

e i0S 4.x: System is diskOs1 and User is diskOs2s1.
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e i0S 5.x: System is diskOs1s1 and User is diskOs1s2.’

To acquire the system partition, the user partition, or both, an investigator can use either guided mode or manual mode.
Before you can acquire the physical image(s) of the file system(s), or before acquiring any data, you have to load the
toolkit Ramdisk to the device. In order to do this, you have to load the device in DFU (Device Firmware Update) mode.
You can either do this by manually putting the device in DFU mode or, more easily, you can use menu item 1 in the
guided mode, complete with on-screen instructions (Figure 6).

Figure 6 - Placing the Device into DFU Mode

Welcome to Elcomsoft i0% Forensic Toolkit
This is driver script version 1.15-Win

(c? 2011-2812 Elcomsoft Co. Ltd.

Please make sure that the device iz plugged in and switched off.

If necessary. connect the device and switch it off by holding
Eleep ¢(corner? hutton and dragging the red slider when it appears.

Jould you like to continue? <(¥rnd: y

[o put i0f device inte DFU you will need to:
. Push and hold Sleep (corner> and Home <(center? buttons for
18 seconds.
. Release Sleep button but continue to hold Home button for
annther 1A _seconds.

Jhen you are ready Press *Enter’| and be prepared to press

and-ﬁald Sleep and Home buttons for
...18...92...8...7...6...5...4

repare to release Sleep button while holding Home bhutton
kéle;éé Qléep button but continue to hold Home button for

elease Home button.

Hour i08 Device should be in DFU mode now.

Pevice screen should he bhlank, device should look like it is off.
[f screen shows fApple or iTunes logo then d901ce ig not in DFU mode.
In this case reboot the device and try again.

Jould you like to load Toolkit Ramdisk now? {Y¥.n>:

Once you place the device in DFU mode, you can upload the toolkit Ramdisk and begin acquiring the device. In guided
mode, you can load the toolkit Ramdisk in a matter of seconds with a few keys (Figure 7); in manual mode, you will have
to enter in a command that will take a little longer to load the Ramdisk to the device (Figure 8). This command will
change depending on the type of iOS device you have (Figure 9).



Figure 7 - Loading the Ramdisk with Guided Mode

BN C:\Windows\System32icmd.exe | = | B b
This is driver script version 1.15-Win

Cc> 2811-2812 Elcomsoft Co. Ltd.

Please select i08 device curren connected
==== jPhone ====
11 [iPhonel.11] iPhone
12 [iPhonel .21 iPhone
13 [iFPhone2,11 iPhone
14 LiPhoned.11] iPhone 4 <GSM>
15 [iPhone3.31 iPhone 4 <CDMA>

Fod
21 Generation)
22 [iPod2.11 i Generation)>
23 [iPod3.11 i Generation)
24 [iFod4.11 i Generation)>

31 [iPadi,11 ; Generation)
B Back

Figure 8 - Loading the Ramdisk with Manual Mode

B Administrator CA\Windows\system32\cmd.exe |ﬂ|i-,|

Z:sProiectasEleomzoft 908 Toolkitsi08-—Tonlkit—1.15—Win*.“win32“tetheredhoot .exe
—d —x —i common/iB88.n88 —j common~/iBEC.n88

Initializing libpois#n

Shutting down iTunes processes.

Maiting for device in DFU mode to connect...

Found device in DFU mode

Checking if device iz compatible with this jailbreak

iChecking the device type

Identified device as iPhone2.1

Reconnecting to device

MHaiting 5 seconds for the device to pop up...
Uploading common~iBE 88 to device.

L

Maiting 18 seconds for the device to pop up...
Exiting libpoi=Bn

Z:“Projects\Elcomsoft i05 Toolkit“iOS8-Toolkit-1.15-Win>.“wind2“itunnel mux.exe —
—decrypt —kernelcache commonskernelcache_n88 —devicetree commonsDevicel ree._ndd
——randisk commonsramdisk-—5.dng

[INFO1 Waiting for a device in Recovery mode to connect..




Figure 9 - iOS Commands to Load Ramdisk
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iPhone 3Gs iPhone 4 (GSM) iPhone 4 (CDMA)

iPhone2,1 iPhone3,1 iPhone3, 3

ibss iBSS.n88 iBSS.n90 iBSS.n92

ibec iBEC.n88 iBEC.n90 iBEC.n90

kernel kernelcache.n88 | kernelcache.n90 | kernelcache.n92

devicetree DeviceTree.n88 | DeviceTree.n90| DeviceTree.n92
iPod Touch 3 iPod Touch 4 iPad 1

iPod3,1 iPod4,1 iPadl, 1l

ibss iBSS.nl8 iBSS.n81 iBSS.k48

ibec iBEC.nl8 iBEC.n81 iBEC.k48

kernel kernelcache.nl8 | kernelcache.n81l | kernelcache.k48

devicetree DeviceTree.nl8 | DeviceTree.n8l DeviceTree.k48

Once you upload the toolkit Ramdisk, you can acquire the system (Figure 10) and user (Figure 11) file system partitions.
The system partition will typically take between 5-7 minutes to acquire, and the user partition will vary depending on

the device and its size (see Figure 12 for more details).

Figure 10 - Acquiring System Partition with Guided Mode

BEX Ch\Windows\system32\omd.exe

Welcome to Elcomsoft i0O5 Forensic Toolkit
Thisz is driver script version 1.15.-Win

Cc?» 2011-20012 Elcomsoft Co. Ltd.

Please select an action:

ENTER DFU

LOAD RAMDISK
IMAGE DISK

TAR FILES

GET KEYS

GET PASSCODE
REBOOT

DECRYPT DISK
DECRYPT KEYCHAIN

ERIT

i
2
3
4
5
[
?
8
2
a

Acquire user's

— Help putting device into DFU mode
Load tools onto the device
Acquire physical image of the device filesystem

files from the device as a tarbhall

Extract device keys and keychain data

Recover device passcode

Rebhoot the device

=E=

m| »

> Elcomsoft. (2012). Elcomsoft iOS Forensic Toolkit. Retrieved June 6, 2013.



l-llnal:: md5—96 -p 2022 1Dotl_‘lucal}m=t dd bs
he=1M of =user.dmg —-progres
ravwrite dd for windows vepsinn B.6betal.
Jritten by John Newbigin {jn@it.swin.edu.au>
This program is covered by terms of the GPL Uersion 2.

M Could not create directory ’home/clahaies.ssh’.
The authenticity of host ’[localhost]1:2022 ([127.8.8.1]1:2822>' can’t he establis

RSA key fingerprint is 6f:c3:84:98:h7:d3:26: 4d f4:hB:aa:5d:e5:73:33:49.

re you sure you want to continue connecting (yes /nol)? yes

ailed to add the host to the list of known hosts {(/home/clahaie/.ssh/known_host
>

.622H The authenticity of host ’[localhost]1:2822 ([127.0.8.11:2822>" can’t he e
stablished.

RSA key fingerprint is 6f:c3:84:90:h7:d3:26:4d:f4:bB:aa:5d:e5:73:33:49.

re you sure you want to conti > connecting (yes/nol)? yes

ailed to add the host to the list of known hosts (shome/clahaie/.ssh/known_host

).

58,6%?H {hs authenticity of host ‘[localhost]:20822 ([127.8.8.11:2822>" can’t be
stahlishe

RSA key fingerprint is 6f:c3:84:90:h7:d3:26:4d:f4:bP:aa:5d:e5:73:33:49.

re you sure you want to continue connecting {(yes/no)? yes

ailed to add the host to the list of known hosts {(s/homerclahaie/.ssh/knoun_host

9.195M 29196+@ records in
29196+8 records out
¢31 GB> copied, ?7437.46 s, 4.1 MBss

5+1847548 records in
+1847548 records out

:\NProjectss\Elcomsoft i08 Toolkit~\i08$-Toolkit-1.15-Win>

Figure 12 - User Partition Transfer Times

Device Duration

IPhone 4 32Gb 30 min

IPhone 3GS 32Gb 40 min

IPad 16Gb 20 min

IPad 64Gb 55 min

Acquiring Logical Partition
Both modes of the Elcomsoft iOS Forensic Toolkit can acquire a logical partition of supported iOS devices as a tarball, a
type of Linux archive file (see Figure 13).

During logical acquisition, only actual files are copied to the computer (retaining the directory structure).
The process is generally significantly faster than physical acquisition, as the data residing in unallocated
areas of the partition does not have to be transferred. Logical acquisition currently cannot access files
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with protection classes requiring encryption based on a user-supplied passcode. Such files are not
included in logical image.’
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Figure 13 - Acquiring Users’ Files as Tarball (Logical Acquisition)

ﬂount1ng user paPtltan...

ount I'Il‘S: Resource DLl"y

ravwrite dd for windows version B.6hetal.

Jritten by John Mewbhigin <{jn@it.swin.edu.au>

[hiz program iz covered by terms of the GPL Uersion 2.

h66,.312,968

L1A6B8A+A records in

L1A6B8A+8 records out

ar: Hemoving leading ' from member names

ar: /mnt2-Keychains keychain-backup.plist: Cannot open: Operation not permitte

ar: smnt2- mohilesApplications 483499DE-ES5F8—477F-A2BA—737CDBA1EF67Library-Cach
gz /FBStores1_b_B26f933ch268bel12dd5B6bec5cBPcifle 5.1.1_iphone_43eB889527c382acP1ch
h25ecBf 296d676e984c4c_en_en_US/Store.sglite—shm: Read error at byte B. while re
ing 18248 bytes: OQperation not permitted

ar: smnt2-mohilesApplications 45C3IA6YA-ACH1—4E?3-7842—?EBB44E71B7CG/Documents - Te
:tHeZ.sqlite: Read error at byte 8. while reading 2216 hytes: Operation not pew

ar: /mnt2-mobile fipplications  AF?CEBC?2-F49A—-47F@-94C6—89FB27B66D1?  Documents/F|
[P.sglite: Cannot open: Operation not permitted
ar: smnt2- -mohilesApplications AF7CBCY72-F49A—47FB—94C6—89FB2Z7B66D17? sLibrary~-Cach
Ez/com.apple.mobileme .fmipl/Cache.dbh: Cannot open: Operation not permitted
ar: /mnt2-/mohilesfApplications  AF?CBCY2-F49A-47FB—94C6— 89F827366D19/L1hrary/0ac}
ps/com.apple.mobileme..fnipl/I8Resourceloader-4ec6d?85fabb2156cf33bfeadb?ocV82:
bnnot open: Operation not permitted
ar: smnt2- mohilesApplications  AF7CBC72-F49A-47FB—-94C6— 89F82?BBBD19/L1hPaPy/Cacl
Es/com.apple.mobileme . fmipl/ISResourceloader 54ddf 3aBe?63dd6e?B812fc33bbaef241 :
bnnot open: Operation not permitted
ar: smnt2/mohilesApplications -AF7?CBCY2-F49A—47FB—74C6— 89F82?BﬁﬁD19/L1hPaPy/Gac}
ps/com.apple.mobhileme . fmipl - ISResourceloader-5e564h?hB25e3afd8f853%cc4d@Shbi£5:
bnnot open: Operation not permitted
ar: /mnt2-/mobile fipplications /AF?CEBCY2-F49A—-47F0-94C6—89FB27B66D1? /Library~Cach
ps/com.apple.mobileme .fmipl-/I8Resourceloaderscachelnfo.plist: Cannot open: Oper
ion not permitted
ar: smnt2- mohilesApplications  AF7CBC72-F49A-47FB—94C6— 89F82?BBBD19/L1hPaPy/Cacl
ps/com.apple.mobileme .fmipl/ISResourceloader/dd?91e?hb?7843%e5a1154185d177c2af =
bnnot open: Operation not permitted
ar: smnt2-/mohilesApplications -AF7?CBCY2-F49A—47FB—74C6— 89F82?BﬁﬁD19/L1hPaPy/Gac}
pe/com.apple.mobhileme .fmipl - I5Resourceloader-eBad481afB8ch7?72h8767737ca?471fe?:
bnnot open: Operation not permitted
ar: /mnt2-mobile fipplications /AF?CEC?2-F49A—-47FB-94C6— 89F82?BGGD19/L1hPaPy/Cac}
ps/com.apple.mobilemne..fnipl/I8Resourceloader-foafb2B6788445c32a71cB6E73387e@7:
bnnot open: Operation not permitted
ar: s/mnt2- mohilesApplications-AF7?CBC72-F49A—-47FB—-94C6—89FB27B66D1? /Library-Coo
ies /Cookies . binarycookies: Cannot open: Operation not permitted
ar: s/mnt2-mohilesApplications/-AF7?CBCY2-F49A—47FB—94C6—89FB27B66D1?/Library-Pref
Erences/com.apple.mobileme.fmipl.plist: Cannot open: Operation not permitted
ar: smnt2- mohilesApplications DIAC46FA—-85EA—43F7-AB29—6F162257DB4C/Library-App
ication Support-sGoogleChromesDefault/0TR/session.plist: Cannot open: Operation
ot permitted
ar: smnt2-mohilesApplications -DIBC46FA—85EA—43F7-A829-6F162259DB4C/Library~App
ication guppoPt/Google/GhPome/Default/session.plist: GCannot open: Operation not
ermitte
ar: /mnt2-/mobile-Library/Mail Protected Index: Cannot open: Operation not permi
ted
ar: smnt2/mohilesLibrary/MusicLibrary-AccountCache.sglitedb: Read error at hyte
B, while reading 4688 hytes: Operation not permitted
ar: /mnt2/mohile/Library/Preferencesscom.apple.youtube.dp.plist: Cannot open:
eration not permitted
ar: s/mnt2-roots/Library-Caches Backup~SBEASEAB-ZBB7-46A6—86FB-B4CC73ICH1ID? Manif
pst.plist: Gannot open: Operation not permitted
ar: smnt2/voots/LibrarysCaches Backup-?A2D256C-BDCE-4CB5-2EA?-?C6YBOADF373./Manif
ezt .plist: Cannot open: Operation not permitted
ar: s/mnt2-vroots/LibrarysCaches /Backup-CB4DADEF-E2A8-4C26—-8AYF-66A6GFA12CTAF Manif
gst.plist: Gannot open: Operation not permitted
ar: /mnt2/root/L1hPary/Cache°/Backup/C?BF64H4 4BCA—-4EBA-B1DC—17DCET72373DA.Man if|
ezt .plist: Cannot open: Operation not permitted
ar: /mnt2-roots/Library-Caches-locationd-/cache_encryptedf.db: Cannot open: Oper
ion not permitted
ar: smnt2-svootsLibrary-sCachesslocationdslockCache_encryptedA.db: Cannot open:
eration not permitted
ar: /mnt2-/vroots/Library/Lockdounsescrow_records-302995111446448781186931872 plis
Read error at hyte B, while reading 184 bytes: Operation not permitted
ar: smnt2-srootsLibrarysLockdounsescrow_records-3030254221178516643111915684 _plis
Read error at hyte B, while reading 184 bytez: Operation not permitted
ar: /mnt2/vroots/Library/Lockdounsescrow_records-/30304121-20315111146342948_plist
Read error at byte B, vhile reading 183 bytes: Operation not permitted
ar: smnt2-roots/Library/Lockdownsescrow_records/30308796717441375923168374892 . plis
Read error at hyte B, while reading 184 bytesz: Operation not permitted
ar: s/mnt2/vroot/Library/Lockdounsescrow_records/2016926980658937761372207 . plist:
d error at byte B. while reading 182 hytes: Operation not permitted
smnt2-runsasl_input: socket ignored
smnt2srunslockbot: socket ignored
smnt2/runslockdoun/syzlog.sock: socket ignored
s/mnt2/runslockdoun.sock: socket ignored
smnt2/run/nDNSResponder: socket ignored
smnt2-runspppconfd: socket ignored
smnt2svunsprintd: socket ignored
s/mnt2/runssyslog: socket ignored
smnt2/runsvpncontrol.sock: socket ignored
Removing leading */' from hard link targets
smnt2stmpslaunchdssock: socket ignored
smnt2/tmpsubigquity.socket: socket ignored
ar: Exiting with failure status due to previous errors

Archiving done.

ress | Enter’|to continue
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Recovering User Lock Passcode from iOS 4.x/5.x Devices

Elcomsoft iOS Forensic Toolkit has the ability to recover lock screen passcodes. “Knowing the original passcode is never
required, but may come handy in the case of iOS 4/5/6 devices. The following chart helps to understand whether you’ll
need a passcode for a successful acquisition:

e i0S 1.x-3.x: passcode not required. All information will be accessible. The original passcode will be
instantly recovered and displayed.
e i0S 4.0-6.x: certain information is protected with passcode-dependent keys, including the following:
0 Email messages
0 Keychains (stored login/password information)
0 Certain third-party application data, if the application requested strong encryption.”®

The guided mode can be used to recover simple passcodes (4-digit passcodes), while the manual mode can be used to
recover simple passcodes, passcodes consisting of only digits with a length not equal to 4, and complex passcodes
(alphanumeric passcodes of any length). “Elcomsoft iOS Forensic Toolkit can brute-force i0S 4/5/6 simple 4-digit
passcodes in 10-40 minutes (Figure 14). Complex passcodes can be recovered by using a dictionary attack (Figure 15),
but requires more time.”® You can create your own dictionary list with words you have been provided with, or you can
download some commonly used dictionary lists off of the Internet.

Figure 14 - Bruteforcing a Simple Passcode

Mounting uwser partition...
ount_hf=s:- Heszource busy

Etarting passcode recovery...
This is 105 Passcode Recovery
Part of Elcomszoft i0% Forensic Toolkit
Uersion 1.15 built on Jun 4 2812

o) 20112012 Elcomsoft Co. Ltd.

Device Serial Humhew»: B79277ANINER

PFrobable passcode type: B — simple passcode <4 digits>.
Simple passcode, using length=4

Passcode iz all-digit, filtering out non—digits from charset.
Passcode »ecovery: KB version: 3; KB type: BxB000000H
Passcode recovery: checking common PINs...

CUR PASS: [ 2999 1 | AUG SPD: 4.5 prs | ELAPSED TIME: 23.8 =
[INFO] Pazzcode vecovery: checking all 4-digit PIN=...

CUR PASS: [ 3252 1 1 AUG SPD: 4.5 prs | |ELAPSED TIME: 27684.8 =
[INFO] |Pazzcode found: 3256

ress 'Enter’| to continue

6
Elcomsoft iOS Forensics Toolkit. (n.d.). Enhanced Forensic Access to IPhone/iPad/iPod Devices Running Apple 10S. Retrieved July 11, 2013, from
http://www.elcomsoft.com/eift.html
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Recovering Encryption Keys and Keychain Data
Elcomsoft iOS Forensic Toolkit can access iOS secrets, including most keychain data,” opening investigators’ access to
highly sensitive data such as login/password information to Web sites and other resources.

“Unlike previously employed methods relying on lengthy dictionary attacks or brute force password
recovery, the new toolkit can extract most encryption keys out of the physical device. With encryption
keys handily available, access to most information is provided in real-time. A typical acquisition of an
iPhone device takes from 20 to 40 minutes (depending on model and memory size); more time is required
to process 64-Gb versions of Apple iPad. The list of exceptions is short, and includes user’s passcode,
which can be brute-forced or recovered with a dictionary attack.”

Before extracting the encryption keys and keychain data, you must first obtain the passcode to be able to unlock the phone.
Extracting the encryption keys is important as they are required to decrypt files stored on the user partition and contents of
the keychain. An investigator can use both the guided mode (Figure 16) and the manual mode (Figure 17) to recover the
encryption keys and keychain data.

7 L . . .
The keychain is the password management system on Apple devices. It allows a user to store passwords for programs, e-mail accounts, web sites, and more.
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Figure 16 - Recovering Encryption Keys and Keychain Data with Guided Mode

Welcome to Elcomsoft i0% Forensic Toolkit
This is driver script version 1.15-Uin

(c» 2011-2012 Elcomsoft Co. Ltd.
lease note that to extract i08 device secrets you need to load ramdisk
n the i05 device first. If you haven’'t done this yet. please return
o previous step and wuse corresponding menu item.

ontinue? (¥Y/nd>: y
Device passcode <optional? <3256>: 3256

scrow file {optionald’:

Eave data to file (relative to current directory) <keys._.plistl>:
punting user partition...

ount_hfs: Resource husy

xtracting device secrets...

This iz i05 Encryption Keys and Keychain Data Dumper
Part of Elcomszoft 108 Forensic Toolkit
Version 1.15 built on Jun 4 2812

(c» 2011-2012 Elcomsoft Co. Ltd.

[IMF0O1 Device Serial Number: 879277@D3INR

[LINFO1 Passcode for the device is 3256

[INFO1 Kevchain version: 5

[LINFO1 Backup password for the device is "password')

ress 'Enter’ | to continue

Figure 17 - Recovering Encryption Keys and Keychain Data with Manual Mode

r

B Administrator: CA\Windows\system32icmd .exe

,nulﬂ not EPLdtL dlr tnjy !
The authenticity of host [1DL11hHJt] 2022 ([1“7 B.8.11:2822>" can't be establis

rint iz 6F:c3:84:98:b7:id3:26:4d:f¢ te5:73:33:49. [
.'..lrll.. to continue connecting <
hozt to the list of known hos lahaie/.sshsknown_host

This is 108 Encryption Keys and Keychai ata Dumper
Part of Elcomsoft 105 Forens
Uerzion 1.15 built on Jun -l AF-ild

(o) 2011-2812 Elcomsoft Co. Ltd.

Device Serial MHumher: B8792770D3INR
‘azscode for the device 1z "“forenzicsl23".
zi0n: 5
sword for the device is "password"'.

Z:wProjectssElcomnsoft i08 Teolkit~i08-Toolkit-1.15-Winx>

Decrypting User Partition and Keychain Data
Once you have recovered the keychain data, the user lock passcode, and acquired the user partition, an investigator can
begin decrypting the data. By decrypting this data, all of the information will become readable and accessible to an
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investigator. Once again, you can use both the guided mode (Figure 18) and the manual mode (Figure 19) to decrypt

the user partition and the keychain data.

Figure 18 — Decrypting the User Partition with Guided Mode

B C\Windows\system32iwcmd.exe

{c) 2A11-2012 Elcomsoft Co. Ltd.

Key "EzcrowKeyBag' not found

Complete key set iz loaded. everything should he decryptahle.

Image encryotion statistics:
17644 files total:| 17261 encrypted + 383 not encrypted.
17261 files can be decrypted Cout of 17261 encrypted filesd.

28.51 of 28.51 Gb decrypted

Press | 'Enter’ to continue

This iz 108 User Partition Decryption Tool
Part of Elcomsoft i0% Forensic Toolkit
UVerzion 1.15% built on Jun 4 2812

Inout image containg 3737YU8E blocks of 8192 bytes.
SHﬂiiuser—decrypted.dmg) =|TeedfUc1B4629721dfelcfhdccYatbh22d62h /610

e

Figure 19 — Decrypting the Keychain Data with Manual Mode

r

BE¥ Administrator: C:\Windows\system32\cmd.exe

Version 1.15 built on Jun 4 2012
Cc?» 2011-2012 Elcomsoft Co. Ltd.

HKey "EscrowHeyBag' not found

Z:xProjects\Elcomsoft i0f Toolkit:\i0S-Toolkit-1.15-Win>

This is i0S Keychain Decryption Tool
Part of Elcomsoft 108 Forensic Toolkit

[INFO1 Complete key set is loaded, all keychain items should decrypt.

i08 Toolk )8-Toolkit-1.15-Win . ‘win32\keychain.exe keys|§

Analyzing the Data

Once you have successfully extracted and decrypted all of the data (Figure 20), you can begin analyzing it with forensic
acquisition and analysis tools, such as FTK Imager and FTK (Forensic Toolkit) 4.1 (Figure 21). Our research claimed that

you can read this type of file (.dmg file format) in EnCase, but we were unable to open the image files.




Figure 20 - Extracted Data
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w0 Favorites Hame
B Decktop | keychain.bd
& Downloads || keys.plist
2| Recent Places ne! systerm.dmg
(14 user.dmg
3 Libraries usertar
3 Documents ne! user-decrypted.dmg
J‘f Music
= Pictures
B Videos

18 Computer

9! MNetwork

Date medified

8/5/2013 2:36 PM
8/5/201312:32 PM
7/18/20131:14 PM
7/19/2013 11:44 AM
7/19/2013 1:28 PM
8/5/2013 1:57 PM

Type

Text Document
PLIST File

drmng Archive
dmg Archive
tar Archive

dmg Archive

Size

63 KB
38 KB
1,331,200 KB
29,896,704 KB
556,140 KB
29,896,704 KB
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Figure 21 - Analyzing Extracted Datain FTK 4.1
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